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Performance Characterization of Frontend Proxy Architecture
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Performance Characterization of Frontend Proxy Architecture

Benchmark

1. S3 protocol with HTTP(S) keep-alive

2. 100 parallel TCP connections

3. Round-robin load balancing on frontend

4. Fetches in-memory objects



Performance Characterization of Frontend Proxy Architecture
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Performance Characterization of Frontend Proxy Architecture

Left Y-Axis: Cluster CPU Utilization
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Underutilized Uplink Bandwidth

30Gbps out of 40Gbps uplink bandwidth is unsed
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Overutilized Frontend CPU Resources

Frontend CPU is fully utilized in most of the cases
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Underutilized Backend CPU Resources

800% out of 1000% backend CPU resources are unused
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Motivation: TCP Hand-off [ASPLOS'98]
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Motivation: TCP Hand-off [ASPLOS'98]
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Now it is more feasible than as of 1998
1. Linux TCP_REPAIR

2. Programmable DPlane eco-system (P4, eBPF...)



TCP Hand-off is Non-trivial
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TCP Hand-off is Non-trivial
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TCP Hand-off is Non-trivial
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TCP Hand-off is Non-trivial
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Our Contributions

1. Robust hand-off protocol which overcomes correctness issues
Two Phase Hand-off Protocol,

2. Prism switch

Efficient switch interaction / inline switch coniguration protocol

3. Prism stack

Event loop based software stack to integrate TCP Hand-off to the applications,
FIN_WAIT1/CLOSE_WAIT handling

4. Evaluation with realistic use cases

Replicated / Partitioned object storage

And more in our paper



Prism Performance
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Benchmark

1. S3 protocol with HTTP(S) keep-alive

2. 100 parallel TCP connections

3. Round-robin load balancing on frontend
4. Fetches in-memory objects

Same as baseline, but using Prism



Prism Performance
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Prism Effectively Utilizes Uplink Bandwidth
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Prism Effectively Reduces Frontend CPU Utilization
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Prism Effectively Utilizes Backend CPU Resources
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Hand-off Latency

Operation Latency (us)
Block all traffic (switch config) 22

Serialize protocol states 14

Send states 51
Deserialize protocol states 123
Configure rewrite (switch config) 22

Total 232

Extra latency for hand-off
Time takes for hand-off is fixed for read

How it costs depends on the object size



Cost of Hand-off Latency

How large does the object size need to be to amortize the connection hand-off cost?
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Cost of Hand-off Latency
How large does the object size need to be to amortize the connection hand-off cost?
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Recap

Object storage performance is capped by the frontend intermedeates all traffic
Limitation of attached bandwidth, high CPU usage due to relaying large traffic

TCP hand-off based solution is fairly feasible in these days, but non-trivial
Need to take many "correctness" issues into account (e.g. "leaked" packet problem)

Prism is a framework to integrate TCP hand-off approach into the applications

Robust connection hand-off mechanism, switch implementation, software stack, etc...

Source is available: https://github.com/YutaroHayakawa/Prism-HTTP
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